
Data Vault Design in Azure
CosmosDB: Safeguarding PII

Information with Customer Keys

S H A I K H  Z E E S H A N  A H M E D

S U M M A R Y

Azure CosmosDB is an extremely powerful and secured cloud
database that offers great data warehouse design. It allows

customers to store private and sensitive data, such as
personally identifiable information (PII), while maintaining the
highest levels of security and compliance. Through the use of

the client's key, the client can access this PII information
stored in the database without compromising data security. In
this blog post, we will explore how to design a data warehouse

in Azure CosmosDB and how to use a client key to read PII
information from the database.

I n t r o d u c t i o n :

Designing a secure data and protecting personally identifiable information (PII) are important
considerations in today's data-driven world. As more and more organizations move their data to
the cloud, it becomes imperative to understand how to protect sensitive information while
extracting value from it. Azure CosmosDB provides a powerful solution by allowing customers to
use encryption in storage and transmission, and deploy customer-managed keys for enhanced
security.

O v e r v i e w  o f  D a t a  V a u l t  d e s i g n  i n  A z u r e
C o s m o s D B :

Azure CosmosDB provides a robust data warehouse design needed to store sensitive and private
data, such as personally identifiable information (PII). This design ensures the highest levels of
security and compliance and allows customers to have full control over their data. By using a
customer key, companies can access PII information stored in the database without compromising
data security. This presentation will cover the key design elements of a data warehouse in Azure
CosmosDB, including its structure, security features, and benefits. With this understanding,
companies can confidently deploy and manage data warehouses to protect their database of PII
information.

By using data warehouse design in Azure CosmosDB, organizations can achieve several important
goals:

1. Scalability:
Azure CosmosDB provides a highly scalable and distributed database service that enables large
volumes of data to be stored and retrieved. Data warehouse design helps organize and partition
data in a way that ensures optimal performance and scalability.

 2. Flexibility:
With a data warehouse design, the database structure  can easily adapt to changing business
needs. New data sources can be added easily  and existing data can be modified or deleted
without affecting the overall database structure.

 3. Data integrity:
The design of the data warehouse ensures that the raw data is stored separately and unaltered.
This is important to maintain the integrity and verifiability of the data, as  raw data can be used to
track and verify any changes made to the presentation layer.

 4. Data security:
Azure CosmosDB provides encryption in storage and in transit, providing a secure environment for
storing sensitive information. Additionally, using customer-managed keys adds an extra layer of
security, allowing organizations to have full control over the encryption keys used to protect their
data.

 5. Compliance:
Designing a data warehouse in Azure CosmosDB helps organizations meet regulatory compliance
requirements related to data privacy and protection. By separating  raw data from the
presentation layer and implementing encryption and customer-managed keys, organizations can
demonstrate their commitment to protecting PII information. 

S a f e g u a r d i n g  P e r s o n a l l y  I d e n t i f i a b l e
I n f o r m a t i o n  ( P I I )  w i t h  C u s t o m e r  K e y s :

The protection of personally identifiable information (PII) is a major concern for organizations that
handle sensitive data. In the face of increasing data privacy threats and regulations, it is essential
that organizations  adopt strong security measures to protect personal information.
 Azure CosmosDB gives organizations  the ability to protect PII information with a customer key.
The client key is an encryption key that is managed and controlled by the organization itself,
giving them full control over the encryption process.

 Here are the key benefits of protecting personal information with a customer key in Azure
CosmosDB:

1. Advanced data security:
By using Client Keys, organizations can ensure that their PII information is encrypted and
protected from unauthorized access. This adds an extra layer of security to  data stored in Azure
CosmosDB, making it much harder for malicious actors to gain access to sensitive information.

 2. Compliance with regulations:
Many industries have specific regulations and compliance requirements regarding the protection
of personal information. By using customer keys in Azure CosmosDB, organizations can
demonstrate their commitment to data privacy and protection, ensuring compliance with relevant
regulations such as GDPR, HIPAA, and CCPA.  3. Control and Ownership:
With client keys, organizations have full control and ownership of the encryption keys used to
protect their data. This means  they don't rely on third-party vendors for encryption, reducing the
risk of unauthorized access to sensitive information.

 4. Data access control:
The use of client keys allows organizations to implement granular access controls to restrict who
can access PII information. This ensures that only authorized people or services can decrypt and
access the data, and protects it from unauthorized access.

 5. Seamless Integration:
Azure CosmosDB seamlessly integrates with Azure Key Vault, a cloud service that securely stores
encryption keys and secrets. This integration allows organizations to easily manage and control
their customer keys, ensuring a streamlined and secure process to protect personal information.

I m p l e m e n t i n g  D a t a  V a u l t  D e s i g n  i n  A z u r e
C o s m o s D B :

Deploying customer key access in Azure CosmosDB is a simple process that requires a few key
steps. First, companies must generate  customer-managed keys and configure the necessary
access policies. This ensures that only authorized people can access the client key and then
decrypt the data from the database.
Next, companies must update the database account to allow Client Key access. This involves
configuring  encryption settings to use a client-managed key.  Once the database account is
updated, you can start encrypting your data with the Customer Key. They can choose to encrypt
specific fields or the entire collection, depending on their data security requirements.
Finally, companies must regularly manage and rotate their customer keys  to maintain the highest
level of security. This involves generating a new key, updating the database account settings, and
re-encrypting the data.
By following these steps, organizations can effectively deploy customer key access in Azure
CosmosDB, ensuring the security and integrity of their sensitive data. 

1. Set Up Azure CosmosDB: 
Before you begin, make sure you have an Azure CosmosDB instance set up. Obtain the necessary
connection details, including the endpoint and primary key.

2. Initialize CosmosDB Client:
 Use the Azure CosmosDB SDK to initialize a client for connecting to your CosmosDB instance.

3. Define Database and Container: 
Specify the names of the database and container where you'll store your PII data.

B u i s i n e s s  B e n e f i t s  o f  U s i n g  D a t a  V a u l t s  w i t h
C u s t o m e r  K e y s  i n  A z u r e  C o s m o s D B :

By using a data warehouse with customer key in Azure CosmosDB, businesses can gain many
benefits for their operations. Best of all, this approach provides the highest level of security and
compliance for storing and managing sensitive information, such as personal information. Using a
client key ensures that only authorized people can access the data, reducing the risk of
unauthorized access or a data breach.
Additionally, implementing a data warehouse with a customer key allows companies to maintain
full control over their data. This level of control allows them to enforce strict access controls, set
granular permissions, and monitor data access effectively.  In addition to improved security and
control, using a datastore with customer keys in Azure CosmosDB also provides operational
efficiency. The design enables performance optimization as businesses can configure their
structure, partitioning strategy, and indexing options to meet their specific needs. This ensures
efficient access to PII information without compromising security.
Overall, leveraging data warehouses with customer keys in Azure CosmosDB gives organizations
confidence that their sensitive data is securely stored, compliant with privacy regulations, and 
 only  authorized by individuals. new authorization is accessible.

from azure.cosmos import CosmosClient, PartitionKey

# Initialize CosmosDB client
endpoint = "your_cosmosdb_endpoint"
key = "your_cosmosdb_primary_key"
client = CosmosClient(endpoint, key)

# Define database and container names
database_name = "YourDatabase"
container_name = "YourContainer"

4. Get or Create a Database and Container: 
Retrieve the existing database and container or create them if they don't exist.

# Get or create a database
database = client.get_database_client(database_name)

# Get or create a container
container = database.get_container_client(container_name)

5. PII Access Control using Customer Keys:
Implement a function that retrieves sensitive data using customer keys for decryption.

def retrieve_sensitive_data(customer_id):
    # Assume customer_id is the partition key for PII data
    query = f"SELECT * FROM c WHERE c.partitionKey = '{customer_id}'"
    items = list(container.query_items(query, enable_cross_partition_query=True))

    # Perform necessary decryption and access controls
 
    return items

6. Example Usage: 
Demonstrate how to retrieve and process PII data securely using customer keys.

if __name__ == "__main__":
    customer_id = "example_customer_id"
    sensitive_data = retrieve_sensitive_data(customer_id)
    print(sensitive_data)

B e s t  P r a c t i c e s  f o r  U t i l i z i n g  C u s t o m e r  K e y s  i n
D a t a  V a u l t s :

To ensure the highest level of security and compliance when using customer keys in a data
warehouse, organizations must follow a series of best practices. it is very essential to  update and
rotate the client key regularly. This helps reduce the risk of unauthorized access and ensures that 
 data remains protected over time.
Another best practice is to enforce strict permissions and access controls. By setting granular
access policies and restricting access to only authorized individuals, organizations can reduce the
risk of data breaches and unauthorized data access. In addition, organizations must implement
strong encryption algorithms and ensure that data is encrypted in storage and in transit. This adds
an extra layer of protection to sensitive information stored in the data warehouse.
Finally, regular security audits and monitoring should be performed to identify and address any
potential security vulnerabilities or  risks. By staying proactive and alert, organizations can
maintain the integrity and security of their data warehouses.
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Thank You!

C O N C L U S I O N :

Azure CosmosDB features combined with the use of customer keys provide a powerful solution for
protecting PII information in a data warehouse. By using encryption and controlled access,
organizations can maintain data privacy and security, ensure regulatory compliance, and build
trust with their users. This blog post explores the concept and implementation of using client keys
to improve the protection of personal information in Azure CosmosDB, paving the way for more
secure data management practices.


